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[bookmark: _GoBack]There has been an increased number of individuals who are skilled in responding to cybersecurity threats. However, Carl Landwehr (2017) argues that there is need to have software regulations to minimize the software vulnerabilities in a bid to combat the issue of cybersecurity. However, there are dilemmas with regards to the advantages and disadvantages of regulations requiring code governing.
Pros
One of the advantages is that it helps in identifying security vulnerabilities in different classes of software. This is because vulnerabilities exploited by attackers are not related to the design of the software but rather the implementation. This provides an opportunity for inspection and preventing security vulnerability.
Developers with time can identify causes for software vulnerabilities. This might be a cost saving undertaking especially when an inspection is enhanced in every phase of the software to determine whether they adhere to the codes or not. 
Cons
It results in losing some unique requirements when it comes to codes governing software development. This means that there are features which might be missing. This means that there are features that might be missing following the regulations of codes that govern the software.
Cost. Codes tend to be very volume and individuals ought to follow them when designing and implementing software. Therefore individuals will have to go back to the drawing board and rectify issues where there are violations of the codes which is a costly undertaking.
Might not adapt to the changing needs of the consumer market. Softwares are developed mainly because of an arising need. Notably, regulations might be rigid which might prevent adaptability of the software; for example, codes might require the use of outdated technology in its bid to enhance security capabilities of the software. 
Time consuming. The code might be time-consuming since there are times when developers would have to wait for inspections before they continue with the development. This might result in delays especially when the development project was to be completed within a specified timeframe.
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